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Abstract

The digital revolution has significantly expanded women’s access to education, employment,
entrepreneurship, communication, political participation, and social networking. The
increasing participation of women in digital spaces in India demonstrates progress toward
narrowing the gender digital divide. However, greater digital visibility has simultaneously
exposed women to new and increasingly sophisticated forms of cyber violence. This paper
examines the nature, causes, manifestations, consequences, and legal responses to cyber
violence against women, with particular emphasis on the Indian context. Cyber violence
encompasses cyberstalking, online sexual harassment, cyberbullying, identity theft, doxxing,
non-consensual dissemination of intimate images, image morphing, deepfake abuse, online
hate speech, impersonation, and threats of physical or sexual violence. The study highlights
how gender inequality, patriarchal attitudes, online anonymity, technological misuse, and
inadequate accountability contribute to the persistence of such offences.

The paper further examines the psychological, social, economic, and democratic consequences
of cyber violence, including anxiety, depression, social withdrawal, reputational harm,
reduced professional participation, and the silencing of women’s voices in public discourse. It
critically discusses India’s evolving legal and institutional framework, including the
Information Technology Act, 2000, the Information Technology (Amendment) Act, 2008, the
Bharatiya Nyaya Sanhita, 2023, the Digital Personal Data Protection Act, 2023, CERT-In
mechanisms, and the Indian Cyber Crime Coordination Centre. Jurisdictional difficulties,
under-reporting, limited digital forensic capacity, technological complexity, and challenges in
cross-border investigation remain significant barriers to effective justice.

The paper argues that addressing cyber violence requires a multidimensional approach
combining gender-sensitive legislation, effective law enforcement, digital literacy, stronger
platform accountability, victim-support services, advanced digital forensics, and international
cooperation. Particular attention is required to emerging threats associated with artificial
intelligence, deepfakes, encryption, cloud computing, and the Internet of Things. Ensuring
women’s safety, privacy, dignity, and freedom of expression in digital spaces is essential for
achieving meaningful digital inclusion and building a secure, equitable, and gender-responsive
digital society.
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1. Introduction

The digital revolution has transformed human society by creating unprecedented opportunities
for communication, education, employment, entrepreneurship, and social participation. The
internet and digital technologies have enabled people to access information, build professional
networks, engage in political discourse, and assert their rights in ways that were unimaginable
a few decades ago. The following chart shows increasing numbers of internet users in India.
This has enabled men and women to use digital platforms for different purposes.

Internet users in India
(55%)
(52%) 821 Mn
(48%) 759 Mn

(43%) 692 Mn

2019 2020 2021 2022 2023
B AlU (All India) 8 AlU (Urban India) I AlU (Rural India)

Source: Roy, 2024

India now has 958 million active internet users; 57% of these are from rural areas. However,
only 30 per cent of them were women, and they were predominantly from urban areas in 2018.
The number of women internet users in India has nearly doubled, soaring by 64.3% during the
2019-2021 period to 2023-2024, according to the NFHS-6 report. Recent data shows women
comprise 47% of all internet users in India, a massive increase from 33% just a few years ago.
This shows that the gender divide has narrowed down over the years. Internet usage stands at
77.3% for urban women and 58.6% for rural women Oxfam (2022) pointed out that a higher
percentage of men own phones than women. The report said that according to 2021 data, 61
per cent of men owned a mobile phone, as against 31 per cent of women.

(123)



ISSN: 2583-8687

ASHA PARAS INTERNATIONAL JOURNAL OF GENDER STUDIES (APIJGS)

Double Blind Peer-reviewed, Bi-Annual (English) Oct-March, 2026-27, Volume-4, Number-2

Website: www.apijgs.com , Email: apijgs@gmail.com

Social media platforms, online learning systems, digital banking, and e-commerce have
contributed significantly to women's empowerment by expanding their access to resources and
opportunities. However, alongside these benefits, the digital age has also created new forms of
violence and harassment directed at women. Cyber violence has emerged as one of the most
serious challenges affecting women's safety, dignity, and participation in online spaces. The
anonymity, accessibility, and global reach of digital platforms have enabled perpetrators to
target women through various forms of abuse, including cyberstalking, online harassment, non-
consensual sharing of intimate images, hate speech, identity theft, and threats of physical or
sexual violence.

Cyber violence against women is not merely a technological issue; it is a social, cultural, legal,
and human rights concern. It reflects existing gender inequalities and power structures that are
often reproduced and amplified in digital environments. Understanding the nature, causes,
consequences, and possible solutions to cyber violence is therefore essential for creating a safer
and more inclusive digital society.

2. Understanding Cyber Violence Against Women

Cyber violence refers to acts of violence, harassment, intimidation, or abuse that are committed,
assisted, or aggravated through digital technologies and online platforms. When directed
specifically at women because of their gender, it is often described as gender-based cyber
violence. Cyber violence can take many forms, including: cyberstalking and persistent online
surveillance, sexual harassment through messages, emails, or social media, online bullying and
trolling, revenge pornography or non-consensual sharing of intimate images, doxxing, which
involves publishing personal information without consent, deepfake pornography and
manipulated images, threats of rape, murder, or physical violence, identity theft and
impersonation, hate speech targeting women and marginalized groups.

Women who are active in public life, including journalists, politicians, academics, activists,
and social media influencers, often face higher levels of online abuse. The digital environment
allows perpetrators to attack victims repeatedly and anonymously, making cyber violence
particularly difficult to prevent and control.

3. Cyber Violence and Cyber Crime against Women in India

Cyber-violence is closely associated with cyber-crime, although the two concepts are not
entirely synonymous. Cyber-crime refers broadly to unlawful activities committed through or
against digital technologies, whereas cyber-violence emphasizes the harm inflicted on
individuals, particularly women and vulnerable groups, through digital platforms. Despite the
growing prevalence of online abuse, the Information Technology (IT) Act, 2000 does not
explicitly define or recognize the term "cyber-violence." Instead, the Act primarily addresses
cyber-crime, defining it as unlawful acts in which a computer, computer system, or network
functions as the target, the tool, or both. The original IT Act was enacted to facilitate electronic
commerce, provide legal recognition to electronic records and digital signatures, and regulate
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electronic transactions. However, rapid technological developments and the expansion of
internet usage necessitated amendments, resulting in the Information Technology
(Amendment) Act, 2008, which came into force in 2009.

The amended Act broadened the legal framework by categorizing cyber-crimes into four major
groups: crimes against individuals, property, government, and society. It also introduced
provisions relating to identity theft, cheating by personation using computer resources,
violation of privacy, and publication or transmission of obscene material in electronic form.
Nevertheless, scholars have argued that the legislation continues to inadequately address the
gendered dimensions of cyber-crime and online violence, particularly offences targeting
women and children (Kumbhar & Gaikwad, 2019).

India has witnessed a sharp rise in cyber-crime over the past decade. According to Basuroy
(2023), the country registered 65,893 cyber-crime cases in 2022, compared with 52,978 cases
in 2021, indicating the rapid expansion of digital offences. Women have become increasingly
vulnerable to online victimization owing to greater internet penetration, widespread
smartphone usage, and increased engagement with social networking platforms. Maharashtra,
in particular, recorded the highest number of cyber-stalking and cyber-bullying cases involving
women and children, with 52 registered incidents during 2022 (Basuroy, 2022). Although these
figures represent officially reported cases, experts believe that the actual incidence of cyber-
crime is considerably higher due to substantial under-reporting.

The issue of under-reporting has consistently emerged in studies on cyber-crime against
women. The Centre for Cyber Victim Counselling (2015) observed a gradual increase in
victims' willingness to approach law enforcement agencies when compared with earlier surveys
conducted in 2010 and 2013. While this reflects growing awareness of legal remedies, a
significant proportion of victims still choose not to report incidents. Kumar (2019) attributes
the increase in cyber-crimes against women to both legal and sociological factors. Weak
enforcement mechanisms, limited awareness of cyber laws, social stigma, and patriarchal
attitudes collectively discourage victims from seeking legal redress. Fear of public humiliation,
damage to family reputation, victim-blaming, and emotional distress often compel women to
remain silent.

The consequences of cyber-crime extend far beyond financial losses or reputational damage.
In their empirical study, Kumbhar and Gaikwad (2019) found that women subjected to cyber-
crime frequently experience severe psychological trauma, social isolation, depression, anxiety,
and loss of self-esteem. Many respondents also reported strained marital relationships,
difficulties in securing marriage, and deterioration in social interactions following incidents of
online harassment. The study further highlighted that many respondents perceived the IT Acts
of 2000 and 2008 as inadequate because they did not specifically address crimes committed
against women and children. Respondents believed that the legislation largely focused on
commercial and financial offences while overlooking gender-based online abuse. They also
identified inadequate implementation of cyber laws, lack of trained cyber investigators,
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shortage of technically competent judicial officers, and limited digital forensic infrastructure
as major obstacles to effective investigation and prosecution. Earlier, Mishra (2013) similarly
argued that under-reporting emboldens offenders by reducing the perceived risk of punishment.

The National Crime Records Bureau (NCRB) data further illustrate the magnitude of the
problem. According to Namboodiri (2022), more than 6,000 cyber offences against women
were reported out of 19,536 registered cyber-crime cases between 2018 and 2021. In
Mabharashtra alone, approximately one-third of the registered cyber-crime complaints were
filed by women. These offences included cyber-stalking, online sexual harassment, blackmail,
circulation of obscene material, morphing of photographs, cheating, identity theft, and forgery.
Such crimes have become increasingly sophisticated with advances in digital technology,
making investigation and prosecution more challenging.

Among various forms of cyber-crime, cyber-stalking has emerged as one of the most prevalent
offences affecting women. According to Jatin Verma (2022), cyber-stalking involves persistent
monitoring, tracking, or harassment of individuals through online platforms, including social
networking websites, chat rooms, discussion forums, blogs, and email. Cyber-stalkers often
send threatening or abusive messages, engage in blackmail, intimidate victims, or collect
personal information without consent. The anonymity provided by digital platforms and free
email services has significantly contributed to the growth of cyber-stalking. Closely related is
email spoofing, in which the sender disguises the origin of an email to deceive recipients into
believing it originated from a trusted source, thereby facilitating fraud, identity theft, or
harassment.

Another increasingly common form of online abuse is cyber-bullying. According to Kaur and
Saini (2022), cyber-bullying involves deliberate and repeated use of digital communication
technologies to harass, threaten, intimidate, defame, or humiliate individuals. It includes
posting offensive comments, sharing private information without consent, circulating explicit
photographs, sending abusive messages, and creating fake social media profiles. Cyber-
bullying often causes significant psychological distress, leading to anxiety, depression, social
withdrawal, and emotional trauma. Jatin Verma (2022) reported that India ranks third globally
in cyber-bullying after China and Singapore. Researchers have also linked the rise in cyber-
bullying with increasing incidents of self-harm and suicide among adolescents and young
adults.

Image morphing has emerged as another disturbing manifestation of cyber-violence. Morphing
refers to digitally altering or manipulating photographs to create sexually explicit or
defamatory images. Cybercriminals frequently download photographs of women from social
media platforms, modify them using image-editing software or online applications, and
circulate the manipulated images to blackmail, threaten, or extort victims. Offenders also create
fake online identities, engage in sexting, publish fabricated intimate content, and exploit
victims for financial or sexual purposes. Such offences severely violate privacy and often result
in long-lasting emotional and social consequences.
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Experts have also identified the anonymity afforded by the internet as a significant factor
contributing to the growth of cyber-violence. According to The New Indian Express, online
anonymity reduces accountability and emboldens individuals to engage in abusive behaviour.
Since the COVID-19 pandemic, internet usage has expanded dramatically owing to remote
work, online education, and increased dependence on digital communication. Consequently,
incidents of cyber-bullying, trolling, online harassment, and hate speech have increased
substantially. Victims frequently report feelings of loneliness, fear, helplessness, anxiety, and
psychological distress resulting from persistent online abuse.

Official statistics further demonstrate the expanding scale of cyber-crime. According to Singh
(2022), the National Cyber Crime Reporting Portal under the Ministry of Home Affairs
received more than 600,000 complaints in 2021, including a large number relating to crimes
against women. More than 12,776 First Information Reports (FIRs) were registered based on
these complaints. Cases of cyber-stalking and cyber-bullying involving women increased from
739 in 2018 to 872 in 2020. NCRB data further reveal that fraud constituted approximately
60% of all cyber-crimes reported in 2020, accounting for 30,142 cases, followed by sexual
exploitation (3,293 cases), blackmail (2,440 cases), defamation (1,706 cases), and personal
revenge (1,470 cases). Collectively, these five categories accounted for nearly 78% of all
reported cyber-crimes, underscoring the multifaceted nature of digital victimization.

Overall, the increasing incidence of cyber-crime against women highlights the urgent need for
comprehensive legal reforms, stronger enforcement mechanisms, greater digital literacy,
gender-sensitive policing, and enhanced public awareness. While legislative measures such as
the Information Technology Act provide a legal foundation, addressing cyber-violence requires
coordinated efforts involving government agencies, educational institutions, technology
companies, civil society organizations, and the public to create a safer and more inclusive
digital environment.

4. Causes of Cyber Violence
i.  Gender Inequality and Patriarchal Attitudes

One of the primary causes of cyber violence is the persistence of gender inequality in society.
Patriarchal norms often seek to control women's behaviour, expression, and participation in
public spaces. As women become more visible online, they may encounter hostility from
individuals who perceive female empowerment as a threat to traditional gender roles.

The internet often mirrors social prejudices that exist offline. Misogyny, discrimination, and
gender stereotypes are frequently reproduced through digital platforms, creating an
environment where women become targets of abuse and harassment.

ii. Anonymity and Lack of Accountability

The anonymity provided by many online platforms encourages abusive behaviour. Individuals
may feel protected from consequences and therefore engage in actions they would not
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undertake in face-to-face interactions. Fake profiles, anonymous messaging services, and
encrypted communication channels make it difficult to identify perpetrators.

The perception that one can act without accountability contributes significantly to the growth
of cyber violence.

ili.  Increased Digital Participation

As women increasingly use social media, online banking, e-commerce, and professional
networking platforms, their digital visibility grows. While this participation promotes
empowerment, it also increases exposure to online threats.

Women who express opinions on political, social, or cultural issues often face coordinated
harassment campaigns designed to silence their voices and discourage public engagement.

iv.  Technological Misuse

Rapid technological advancements have introduced new tools that can be exploited for harmful
purposes. Artificial intelligence, image-editing software, and deepfake technologies can create
realistic but fabricated images and videos that damage a woman's reputation and emotional
well-being.

Similarly, spyware and tracking applications may be used by abusive partners or stalkers to
monitor women's activities and invade their privacy.

5. Forms of Cyber Violence
i.  Cyberstalking

Cyberstalking involves repeated monitoring, harassment, or threatening behaviour conducted
through digital means. Stalkers may track a victim's online activities, send unwanted messages,
monitor social media accounts, or attempt to gather personal information.

Cyberstalking can create significant fear and anxiety, as victims often feel constantly watched
and vulnerable.

ii. Online Sexual Harassment

Women frequently receive unsolicited sexual messages, inappropriate comments, explicit
photographs, and offensive content. Such harassment may occur through social media, email,
messaging applications, gaming platforms, or workplace communication systems.

The objective is often to intimidate, humiliate, or objectify women, thereby limiting their
freedom of expression and participation.

ili.  Non-Consensual Sharing of Intimate Images
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The unauthorized distribution of intimate photographs or videos represents one of the most
harmful forms of cyber violence. Such content may be shared by former partners seeking
revenge or by hackers who gain unauthorized access to private information.

Victims often experience severe emotional trauma, social stigma, and reputational damage.
iv.  Deepfake Abuse

Artificial intelligence technologies have enabled the creation of deepfake images and videos
that appear authentic but are entirely fabricated. Women are disproportionately targeted by
sexually explicit deepfake content, which can be used to harass, blackmail, or humiliate them.
Deepfakes raise serious concerns about privacy, consent, and digital ethics.

v.  Online Hate Speech

Women, particularly those belonging to marginalized communities, often face hateful and
discriminatory messages online. Such abuse may be based on gender, race, religion, ethnicity,
sexual orientation, or political beliefs.

Online hate speech contributes to hostile digital environments and can escalate into real-world
violence.

6. Impact of Cyber Violence on Women
i.Psychological Impact

Cyber violence has profound psychological effects on victims. Common consequences include:
anxiety and stress, depression, fear and insecurity, sleep disorders, reduced self-esteem, post-
traumatic stress symptoms, etc.

The continuous nature of online abuse often intensifies emotional distress. Unlike traditional
forms of harassment, cyber violence can occur at any time and reach victims even within the
safety of their homes.

ii.Social Impact

Victims may withdraw from social media platforms, online communities, and public
discussions to avoid further harassment. This withdrawal limits opportunities for social
interaction, professional networking, and civic participation.

Women may also face victim-blaming attitudes from society, which can increase feelings of
isolation and shame.

iii.Economic Consequences

Cyber violence can negatively affect women's employment and career prospects. Journalists,
entrepreneurs, academics, and professionals who experience online harassment may reduce
their public engagement or face reputational damage.
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In some cases, victims incur financial costs related to legal action, cybersecurity measures,
counselling services, or lost employment opportunities.

iv.Impact on Democratic Participation

Women play a vital role in democratic societies as voters, leaders, activists, and public
intellectuals. Cyber violence can discourage women from participating in political debates and
public discourse.

Threats and harassment targeting women politicians, journalists, and activists undermine
freedom of expression and weaken democratic institutions.

7. Cyber Violence in the Indian Context

India has witnessed rapid growth in internet penetration and digital connectivity. Government
initiatives such as Digital India have expanded access to online services and information.
However, the increase in digital participation has also been accompanied by rising incidents of
cybercrime against women.

Cases of cyberstalking, online harassment, fake social media profiles, image morphing, and
revenge pornography have become increasingly common. Young women, students,
professionals, and public figures are particularly vulnerable.

India has introduced legal provisions to address cyber violence. Relevant laws include:
e Information Technology Act, 2000

e Indian Penal Code provisions related to stalking, harassment, defamation, and criminal
intimidation

o Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules

Law enforcement agencies have also established cybercrime reporting mechanisms and
specialized cyber cells. Nevertheless, challenges remain in terms of awareness, reporting,
investigation, and prosecution. Many victims hesitate to report incidents due to fear of social
stigma, victim-blaming, or lack of confidence in legal processes. Strengthening institutional
responses is therefore essential.

8. Legal Framework to Deal with Cybercrime

The rapid expansion of digital technologies, online financial transactions, e-governance, and
social media has transformed cyberspace into an indispensable component of modern society.
However, this digital revolution has also facilitated the emergence of increasingly sophisticated
cybercrimes, including identity theft, financial fraud, ransomware attacks, cyberstalking,
online harassment, data breaches, and cyber terrorism. The transnational and technology-
driven nature of these offences presents significant legal and enforcement challenges, requiring
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a dynamic and comprehensive legal framework capable of addressing evolving cyber threats.
Consequently, India has progressively strengthened its cyber laws and institutional
mechanisms to safeguard individuals, organizations, and critical information infrastructure.

The cornerstone of India's cyber legislation is the Information Technology (IT) Act, 2000,
enacted to provide legal recognition to electronic records, digital signatures, and electronic
commerce. Although the Act primarily aimed to facilitate digital governance and electronic
transactions, it also established the first statutory framework for addressing cyber offences. The
Act criminalized unauthorized access to computer systems, hacking, tampering with computer
source documents, publishing obscene electronic content, and breaches of confidentiality. It
further recognized electronic evidence and digital records, thereby enabling their admissibility
in judicial proceedings under the Indian Evidence Act.

Recognizing the rapid evolution of cyber threats, the government introduced the Information
Technology (Amendment) Act, 2008, which significantly expanded the scope of cybercrime
regulation. The amendment introduced provisions dealing with identity theft, cheating by
personation through computer resources, cyber terrorism, violation of privacy, data protection,
and the publication or transmission of sexually explicit material in electronic form. It also
strengthened intermediary liability by prescribing due diligence obligations for online
platforms and internet service providers while establishing legal safeguards against
unauthorized access and misuse of sensitive personal information. The amendments
represented a shift from facilitating electronic commerce to ensuring cybersecurity and
protecting digital users.

The enactment of the Bharatiya Nyaya Sanhita (BNS), 2023 has further modernized India's
criminal justice framework by replacing the Indian Penal Code, 1860. Although the
Information Technology Act continues to govern specific cyber offences, the BNS
complements cyber legislation by addressing crimes such as online cheating, identity fraud,
forgery, criminal intimidation, extortion, stalking, voyeurism, and offences against women
committed through electronic means. Together, these statutes provide a more integrated legal
framework for prosecuting both conventional and technology-enabled crimes.

A significant milestone in India's digital governance is the Digital Personal Data Protection
Act, 2023, which establishes a comprehensive framework for the lawful processing of personal
data. The Act introduces obligations for data fiduciaries regarding consent, transparency,
security safeguards, breach notification, and accountability while granting individuals greater
control over their personal information. The legislation aims to enhance privacy protection and
strengthen public confidence in India's digital economy by ensuring responsible data
governance.
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In addition to statutory measures, the Indian Computer Emergency Response Team (CERT-
In) issued comprehensive cybersecurity directions in 2022 requiring organizations, service
providers, intermediaries, and government agencies to report specified cyber incidents within
six hours of detection, maintain ICT system logs for prescribed periods, and strengthen incident
response mechanisms. These directions seek to improve national cyber resilience through
timely reporting, coordinated response, and enhanced threat intelligence sharing.

India's broader cybersecurity strategy is guided by the National Cyber Security Policy, 2013,
which seeks to create a secure and resilient cyber ecosystem through capacity building,
cybersecurity awareness, public-private partnerships, and protection of critical information
infrastructure. More recent initiatives, including the Indian Cyber Crime Coordination
Centre (I4C), the National Cyber Crime Reporting Portal, Cyber Swachhta Kendra, and
the expansion of cyber forensic laboratories and cyber police stations, demonstrate the
government's commitment to strengthening institutional capacity. Collectively, these
legislative and policy initiatives reflect India's evolving approach to combating cybercrime
through legal reform, technological preparedness, institutional coordination, and international
cooperation while responding to the rapidly changing digital threat landscape.

9. Jurisdictional Challenges in Cybercrime Cases

One of the most significant obstacles in combating cybercrime is the issue of jurisdiction.
Unlike conventional crimes, cyber offences are not confined by geographical boundaries and
frequently involve multiple jurisdictions. A cyberattack may originate in one country, target
victims in another, use servers located in several other countries, and involve digital assets
routed through international financial networks. This transnational nature complicates the
investigation, prosecution, and enforcement of cyber laws, making international cooperation
indispensable. Differences in national legal systems, standards of evidence, extradition
procedures, and data protection regulations often delay investigations and enable
cybercriminals to exploit jurisdictional gaps (UNODC, 2021).

Cross-border investigations require extensive collaboration among national law enforcement
agencies, cybersecurity organizations, internet service providers, and international bodies such
as INTERPOL and Europol. Mutual Legal Assistance Treaties (MLATSs) remain the primary
mechanism for obtaining electronic evidence across jurisdictions. However, these procedures
are often time-consuming and inadequate for responding to rapidly evolving cyber incidents
where digital evidence can be altered or deleted within minutes. Consequently, scholars have
emphasized the need for harmonized cyber laws and expedited international cooperation to
improve the effectiveness of transnational cybercrime investigations (Brenner, 2010; UNODC,
2021).
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Another major challenge is the attribution of cyber offences. Identifying the actual perpetrator
behind a cyberattack is considerably more difficult than tracing conventional crimes because
attackers frequently conceal their identities through proxy servers, virtual private networks
(VPNs), botnets, spoofed Internet Protocol (IP) addresses, and anonymization tools. The
collection and preservation of digital evidence require specialized forensic expertise to
maintain the integrity and admissibility of electronic records during legal proceedings.
Investigators must establish an unbroken chain of custody while ensuring compliance with
legal standards governing electronic evidence. The dynamic nature of digital information,
combined with encryption technologies and cloud-based storage, often complicates evidence
recovery and prosecution (Casey, 2011).

The increasing use of the dark web, end-to-end encryption, and anonymous communication
platforms has further complicated cybercrime investigations. The dark web facilitates illegal
marketplaces dealing in stolen data, malware, counterfeit documents, narcotics, weapons, and
financial fraud, while encrypted communication services enable offenders to coordinate
criminal activities without easy detection. Although encryption plays a vital role in protecting
legitimate privacy and cybersecurity, it also creates significant challenges for law enforcement
agencies seeking lawful access to digital evidence. Balancing individual privacy rights with
national security and criminal investigations continues to generate complex legal and ethical
debates across jurisdictions (Europol, 2023).

Emerging technologies such as artificial intelligence (Al) have further transformed the
cybercrime landscape. Cybercriminals increasingly employ Al to automate phishing
campaigns, generate convincing deepfake audio and video content, bypass authentication
mechanisms, develop adaptive malware, and conduct sophisticated social engineering attacks.
Al-powered cyber threats are faster, more scalable, and often more difficult to detect using
conventional cybersecurity measures. These developments necessitate continuous updating of
legal frameworks and investigative capabilities to address Al-enabled criminal activities while
ensuring responsible use of artificial intelligence (OECD, 2024).

Similarly, blockchain technology and cryptocurrencies have created new challenges for
regulators and investigators. Although blockchain provides transparency and security for
legitimate financial transactions, cryptocurrencies have also facilitated ransomware payments,
money laundering, terrorist financing, investment fraud, and illicit transactions through
decentralized platforms. The pseudonymous nature of cryptocurrency transactions, combined
with decentralized finance (DeFi) ecosystems and cross-border exchanges, complicates asset
tracking and recovery. Strengthening regulatory oversight, enhancing international
cooperation, and developing advanced blockchain forensic capabilities are therefore essential
to combat emerging forms of financial cybercrime while preserving the innovative potential of
digital financial technologies.
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10. International Legal Framework for Combating Cybercrime

The transnational nature of cybercrime has made international cooperation an indispensable
component of contemporary cybersecurity governance. Unlike conventional crimes, cyber
offences frequently transcend national borders, with perpetrators, victims, digital
infrastructure, and financial transactions often located in different jurisdictions. Consequently,
national laws alone are insufficient to combat cybercrime effectively, necessitating harmonized
legal standards, coordinated investigations, intelligence sharing, and mutual legal assistance
among nations. International organizations and multilateral agreements have therefore emerged
as critical mechanisms for strengthening global cyber resilience and facilitating cross-border
law enforcement cooperation.

The Budapest Convention on Cybercrime, adopted by the Council of Europe in 2001, is the
first and most comprehensive international treaty addressing cybercrime. The Convention
establishes common substantive and procedural legal standards for offences such as illegal
access, data interference, computer-related fraud, child sexual exploitation, and copyright
violations. It also provides mechanisms for preserving electronic evidence, facilitating
extradition, and promoting international cooperation among member states. Although India is
not a signatory to the Convention, largely due to concerns regarding sovereignty and limited
participation in its drafting process, many of its substantive provisions have influenced national
cyber legislation worldwide. The recently adopted Second Additional Protocol further
strengthens international cooperation by facilitating faster access to electronic evidence across
jurisdictions.

The International Criminal Police Organization (INTERPOL) plays a central role in
combating transnational cybercrime by facilitating information sharing, operational
coordination, and capacity building among its 196 member countries. Through its Cybercrime
Directorate and Global Complex for Innovation in Singapore, INTERPOL supports member
states in investigating ransomware attacks, online financial fraud, child exploitation, and cyber-
enabled organized crime. It also coordinates joint international operations, provides digital
forensic expertise, and issues global threat assessments to enhance preparedness against
emerging cyber threats.

Similarly, the European Union Agency for Law Enforcement Cooperation (Europol) has
established the European Cybercrime Centre (EC3) to strengthen the European Union's
response to cybercrime. EC3 supports member states by conducting intelligence analysis,
coordinating cross-border investigations, disrupting cybercriminal networks, and addressing
offences involving ransomware, online child sexual exploitation, cryptocurrency-enabled
financial crimes, and attacks against critical infrastructure. Europol's annual Internet Organised
Crime Threat Assessment (IOCTA) has become an important reference for understanding
global cybercrime trends and emerging technological risks.
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The United Nations Office on Drugs and Crime (UNODC) contributes significantly to
global cybercrime governance through technical assistance, legislative support, and capacity-
building initiatives. UNODC assists countries in developing cybercrime legislation,
strengthening criminal justice institutions, and enhancing digital forensic capabilities. It also
promotes international cooperation in accordance with the United Nations Convention against
Transnational Organized Crime and encourages harmonization of legal frameworks to improve
investigation and prosecution of cyber offences.

The International Telecommunication Union (ITU) complements these efforts by promoting
international cybersecurity standards, digital capacity building, and policy coordination.
Through its Global Cybersecurity Agenda and Global Cybersecurity Index, the ITU assists
countries in assessing national cybersecurity preparedness, developing cyber strategies, and
strengthening institutional resilience. Its initiatives emphasize cybersecurity awareness,
technical cooperation, and public-private partnerships as essential components of a secure
digital ecosystem.

Comparative legal approaches adopted by advanced jurisdictions provide valuable lessons for
developing countries. The European Union has established an integrated regulatory
framework through instruments such as the General Data Protection Regulation (GDPR),
the NIS2 Directive, and the Digital Operational Resilience Act (DORA), which collectively
strengthen cybersecurity, data protection, and critical infrastructure resilience. The United
States follows a sector-specific regulatory approach supported by the Computer Fraud and
Abuse Act (CFAA), federal cybersecurity strategies, and agencies such as the Cybersecurity
and Infrastructure Security Agency (CISA). In contrast, the United Kingdom has adopted a
comprehensive model through the Computer Misuse Act, 1990, the Data Protection Act,
2018, and the National Cyber Strategy 2022, combining strong law enforcement with national
resilience and international collaboration. Collectively, these international frameworks
demonstrate that effective cybercrime governance requires harmonized legislation, robust
institutional cooperation, timely intelligence sharing, and continuous adaptation to emerging
technological threats.

11. Emerging Challenges in Cybersecurity and Cybercrime

The rapid advancement of digital technologies has transformed the cyber threat landscape,
creating new vulnerabilities that challenge existing legal, technological, and institutional
frameworks. Emerging technologies such as artificial intelligence (Al), cloud computing, the
Internet of Things (IoT), and advanced digital media have significantly enhanced connectivity
and innovation, but they have also provided cybercriminals with sophisticated tools for
committing complex offences. Consequently, cybersecurity strategies and legal frameworks
must continuously evolve to address these emerging threats while balancing technological
innovation with public safety and privacy.
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One of the most concerning developments is the rise of deepfakes, which use artificial
intelligence and deep learning algorithms to create highly realistic but fabricated images, audio
recordings, and videos. Initially developed for legitimate applications in entertainment and
media production, deepfake technology has increasingly been exploited for identity theft,
financial fraud, political misinformation, defamation, and non-consensual intimate image
abuse. Deepfake pornography targeting women has emerged as a particularly serious form of
cyber-enabled gender-based violence, causing severe psychological, reputational, and social
harm. The increasing realism of Al-generated content poses significant challenges for law
enforcement agencies, digital forensic experts, and judicial systems in distinguishing authentic
evidence from manipulated digital material.

Another major cybersecurity concern is the growing prevalence of ransomware attacks,
which have become one of the most profitable forms of cybercrime. Ransomware involves
malicious software that encrypts an organization's data and demands payment, often in
cryptocurrencies, in exchange for restoring access. Modern ransomware attacks have evolved
into highly organized criminal enterprises operating under the "Ransomware-as-a-Service"
(RaaS) model, enabling even technically inexperienced criminals to launch sophisticated
attacks. These incidents have targeted government agencies, healthcare institutions, financial
organizations, educational institutions, and multinational corporations, resulting in significant
financial losses, operational disruptions, and threats to public safety. The increasing
professionalization of ransomware groups highlights the need for stronger international
cooperation, cyber resilience, and incident response mechanisms.

The security of critical information infrastructure has also become a matter of national
security. Cyberattacks targeting power grids, transportation systems, healthcare facilities,
financial services, telecommunications networks, and water supply systems have the potential
to disrupt essential public services and cause widespread economic and social damage. State-
sponsored cyber espionage and cyber warfare have further intensified concerns regarding the
protection of critical infrastructure. Consequently, governments across the world have
strengthened cybersecurity regulations, risk management frameworks, and public-private
partnerships to improve the resilience of critical sectors against sophisticated cyber threats.

The widespread adoption of artificial intelligence has simultaneously strengthened
cybersecurity capabilities and expanded opportunities for cybercriminals. Al is increasingly
used to automate phishing campaigns, generate convincing social engineering messages,
bypass authentication systems, identify software vulnerabilities, and develop adaptive malware
capable of evading traditional security mechanisms. Al-powered attacks are faster, more
scalable, and often more difficult to detect than conventional cyber threats. These
developments necessitate continuous investment in Al-driven cybersecurity tools, regulatory
oversight, and ethical governance to ensure that artificial intelligence serves as a defensive
rather than offensive technology.
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The rapid expansion of the Internet of Things (IoT) has introduced billions of interconnected
devices into homes, industries, healthcare systems, and smart cities. Although IoT technologies
enhance operational efficiency and automation, many connected devices possess limited
computational resources and inadequate security features, making them attractive targets for
cyberattacks. Weak authentication mechanisms, insecure firmware, and delayed software
updates increase the risk of device compromise, large-scale botnet attacks, unauthorized
surveillance, and data breaches. Strengthening security-by-design principles, regular software
updates, and standardized security protocols is therefore essential for securing [oT ecosystems.

Similarly, cloud computing has fundamentally transformed data storage, business operations,
and digital service delivery by offering scalability, flexibility, and cost efficiency. However,
cloud environments also present significant cybersecurity risks, including unauthorized access,
data breaches, insider threats, insecure application programming interfaces (APIs), and
misconfigured cloud resources. Since cloud infrastructures often span multiple jurisdictions,
they raise complex issues concerning data sovereignty, regulatory compliance, and cross-
border investigations. Addressing these emerging challenges requires adaptive legal
frameworks, robust cybersecurity governance, international cooperation, and continuous
technological innovation. As digital transformation accelerates, proactive risk management,
cyber resilience, and collaborative policy development will remain essential to safeguarding
individuals, organizations, and national digital infrastructure.

12. Future Directions for Strengthening Cybercrime Governance

The rapidly evolving nature of cybercrime necessitates a forward-looking and adaptive
approach to cybersecurity governance. As digital technologies continue to transform economic
activities, public administration, and social interactions, legal and institutional frameworks
must evolve to address emerging threats effectively. Future strategies should focus on adaptive
legislation, enhanced international cooperation, capacity building, technological innovation,
and evidence-based policymaking to ensure a secure and resilient digital ecosystem.

A key priority is the development of adaptive legislation that remains responsive to
technological advancements. Traditional legal frameworks often struggle to keep pace with
innovations such as artificial intelligence (AI), blockchain, cloud computing, quantum
computing, and the Internet of Things (IoT). Cybercriminals frequently exploit legislative gaps
before appropriate legal provisions are enacted. Therefore, cyber laws should adopt
technology-neutral principles that can accommodate future technological developments
without requiring frequent statutory amendments. Regular legislative reviews, stakeholder
consultations, and collaboration between lawmakers, technology experts, cybersecurity
professionals, and legal scholars are essential to ensure that legal provisions remain relevant
and effective. Furthermore, stronger regulatory frameworks governing digital platforms, data
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protection, cybersecurity standards, and Al governance should be integrated into national
cybersecurity strategies.

Given the inherently transnational nature of cybercrime, international cooperation remains
indispensable. Cyberattacks often involve perpetrators, victims, digital infrastructure, and
financial transactions located across multiple jurisdictions, making unilateral enforcement
ineffective. Countries should strengthen bilateral and multilateral partnerships by promoting
intelligence sharing, joint investigations, harmonized legal standards, and expedited
mechanisms for accessing electronic evidence. Active participation in international initiatives
led by organizations such as INTERPOL, the United Nations Office on Drugs and Crime
(UNODC), the International Telecommunication Union (ITU), and regional cybersecurity
alliances can significantly enhance global cyber resilience. India should also continue
expanding its mutual legal assistance agreements and cyber diplomacy initiatives to facilitate
cross-border investigations while respecting national sovereignty and privacy protections.

Capacity building is another critical pillar of an effective cybersecurity ecosystem. Law
enforcement agencies, prosecutors, judges, and regulatory authorities require continuous
training to understand emerging technologies, digital evidence, and evolving cybercrime
methodologies. Establishing specialized cybercrime units, expanding cyber forensic
laboratories, and integrating cybersecurity education into academic and professional training
programmes can significantly improve institutional preparedness. Equally important is
enhancing public awareness through digital literacy campaigns that educate citizens,
businesses, and educational institutions about cyber hygiene, online safety, phishing
prevention, and responsible digital behaviour. Public-private partnerships involving
government agencies, technology companies, financial institutions, and academic institutions
can further strengthen national cyber resilience by promoting collaborative threat intelligence
and cybersecurity innovation.

Advances in digital forensics will play an increasingly important role in the investigation and
prosecution of cyber offences. As cybercriminals adopt sophisticated encryption,
anonymization technologies, decentralized networks, and Al-driven attack techniques, forensic
capabilities must evolve accordingly. Investment in advanced forensic tools, artificial
intelligence-assisted evidence analysis, blockchain analytics, and cloud forensic technologies
is essential for preserving, recovering, and authenticating digital evidence. Standardized
forensic procedures and internationally recognized protocols should be adopted to ensure the
integrity, admissibility, and cross-border acceptance of electronic evidence in judicial
proceedings.

Future cybersecurity policies should adopt a comprehensive and risk-based approach that
combines legal reform, technological innovation, institutional coordination, and international
collaboration. Governments should strengthen cybersecurity governance by protecting critical
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information infrastructure, encouraging secure software development, promoting responsible
Al deployment, and enhancing regulatory oversight of emerging technologies. Continuous
investment in cybersecurity research, workforce development, and innovation will enable
countries to anticipate rather than merely respond to evolving cyber threats. Ultimately, an
effective cybercrime governance framework depends on proactive legislation, robust
institutional capacity, technological preparedness, and sustained international cooperation.
Such an integrated approach will be essential for safeguarding digital economies, protecting
individual rights, and ensuring trust in an increasingly interconnected global society.

13. Strategies for Prevention and Protection
i.  Strengthening Legal Frameworks

Governments must continuously update laws to address emerging forms of cyber violence.
Legal frameworks should provide clear definitions of cyber offences, ensure effective
penalties, and protect victims' rights. International cooperation is also necessary because
cybercrime frequently crosses national boundaries.

ii.  Digital Literacy and Awareness

Digital literacy plays a crucial role in preventing cyber violence. Women and girls should be
educated about online privacy settings, safe internet practices, password security, recognizing
online threats and reporting mechanisms. Educational institutions should integrate digital
safety education into curricula from an early stage.

iili.  Responsibility of Technology Companies

Social media platforms and technology companies have a responsibility to create safer online
environments by rapid removal of abusive content, effective reporting mechanisms, strong
moderation systems, detection of harmful behaviour through artificial intelligence and
protection of user privacy, etc. Companies should adopt gender-sensitive policies and ensure
transparency in addressing online abuse.

iv.  Support Services for Victims

Victims require access to comprehensive support services, including psychological
counselling, legal assistance, cybersecurity guidance and community support networks.
Governments, non-governmental organizations, and civil society groups should collaborate to
provide accessible and affordable support systems.

14. Conclusion

The digital age has created remarkable opportunities for women's empowerment, education,
economic participation, and social engagement. Yet these opportunities are increasingly
threatened by the growing prevalence of cyber violence. Online harassment poses serious
challenges to women's safety and dignity.
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Cyber violence is not an isolated phenomenon but a reflection of deeper social inequalities that
persist in both physical and virtual spaces. Its consequences extend beyond individual victims,
affecting democratic participation, economic development, and social inclusion. Therefore,
combating cyber violence requires a comprehensive approach involving governments,
educational institutions, technology companies, civil society organizations, and individuals.

A safer digital future can be achieved through stronger laws, improved digital literacy, effective
technological safeguards, accessible support services, and a sustained commitment to gender
equality. By ensuring that women can participate freely and safely in digital spaces, societies
can fully realize the transformative potential of technology and build a more inclusive and
equitable future for all.
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